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Overview.

a [[he 2006 Quadrennial Defense
Review: (QDR) Overview:

n Context

n National Delense Strateqg)
= FOUr priorities

s Key decisiens

s fechnoeloegical I'mplications of the
2006 QDR




TThe 2006 QDR: Context

a Congressienally: mandated review: ofi defense
Stirategy andi plans, conducted eveny feur years.

a fhe 2006 QDR was; the fist review: tor e
conducted while the nation was, at Wwar.

n |t seeks 10 eperationalize the Natioral Defense
Strareqgy; releasediin: Varch 2005,
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Natienall Defense Strategy.
The Quad Chart

Irregular
Warfare

Catastrophic
Attack

& Tradltlonal

T,/

\Warfare

Disruptive
Threats

Impact /7 US Vulnerability




QDR’s Eour Prierities

Detfieat Terrorist
Networks

Irregular Challenges | Catastrophic Challenges

o ey Defend Homeland
* Homelag in Depth

In Bapth

—

e e
Shapa Choloas OF
Countires At 5t

Shape Choices of
Countries at Strategic
Cressroads

Traditional Challenges Disruptive Challenges

Prevent Acquisition or
Use of WMD




Technology Implications of the
2006 ODPR:

o Defeating lerrerst Netwerks

e Shaping Choices of Counties at Strategic
Cressreads

o Defending Homeland! / Preventing AcguUISItion or
Useraif WiVID




Defeating Terrorist Networks:
Key: Challenges

Einding and fixing terrorists
Operating I denied areas
Countering extremist ideolegy.
Interaicting crticall reseurces

Improving general purpese: ferce (GRE)
capanilities; for counter-insurgency. (COIN)
andirmegular waidfare




Einding and Exing Terrorists

s Potentiall Technology: Areas
s Datanase fusionand mining

s Challenges

s |dentifying Unknewn terrerists

s Locating knewn terrerists in
UuRknoewni lecations

agging anditracking tenersts
(and asseciated
egquipment/supplies) ence
located

Covert tag emplacement

LLong tag| shelf=lite

Low-risk ofi enemy: detection

Stand-efif tracking
Maintaiimg wide-area,
persistent survelllance: of
Ungovemnied areas and littoral
ZONes

Naturalflanguage proecessing
Pattern recegnition

HUMINIF targeting support

Biometrics:
Facial/ear-pattern/gait recognition

\Voice identification: and keystroke
dynamics

Fagging

Motes (*smart dust™)

Dynamic eptical tags

Covert radar tags
Long-endurance, tnmanned
SENSsol platferms

Unattended ground Sensors
See-through-wall radar




Operating 1IN Denied Areas

s Challenges

s Inserting andextracting
personnell covertly:/
clandestinely

Rapidlyand over leng
distances

s Countering adversarial
Individual identification and
tracking systems

s Penetrating Inte denied
faciliies/urban areas

x Potentiall Technoelegy Areas

Briead spectrum, all-aspect
signature reduction (Including
visuall stealth)

Multispectral camoufiage: /
signature masking

Counter-tags
Counter-hiemetrics
Counter-adata mining

SEmi-autenomous micre-air
vehicles (MAVS) and microrehoets

Motes and nano-scale devices




Countering Extremist Ildeology /
Interdicting Critical Resources

s Challenges a Potential Tfechnology: Areas

= Monitoring), manipulating; x Rapid dechyption and autemated
and exploiting “open” natural language processing

enemy: communications .
y [Datalase: fiusion; pattern

Internet e-mail " e
T . recognition, and minin
Jinadist, wellsites; and chat J : <
rO0MS Offensive 10

Celllphones Computer network attack

. ' b Jiools for SE covert IM/ teams
Distiipting terrorist Veice / video override

Organizations: and their 3 i i
Aneh Al o il Low-level communications
intelligence (COMINTT)

Penetrating, manipulaiing, Cluttered urban environments — cell
and' expleiting denied / phone and microwave intercept
closed communications and Exploiting| fiber-optic landlines
computer networks Automated voice-pattern recognition

Including financial Other disruption technologies
NEtWorks




Improeving GPE Capanilities fer COIN
and lrregularr Warfare

s Challenges s Potentiall Technoelogy Areas

a Providing enhanced ferce s Counters for:

pretection — especially in Improvised explosive devices (IEDS)

Urbban areas \V/ehicle-borne explosive devices
(VBEDs)

: _ Snipers
s Controlling large, hostile Minis

Crowas MANPADS

s Non-lethals
High=fidelity: medeling and
simulation systems

Provide realistic: COINI training

Refine concepts, tactics, technigues,
and precedures

Analyze secial groeup: colhesion and
Identily leverage peints

Develop metrcs fier measuring
Progress
Alds for rapid training of:
INAIgeneUS; forces

s Developing relevant skill
Sets

a Veasuring pregress




Shaping the Choices of Countries at
Strategic Cressroads: Key: Challenges

Generating survivanle, persistent survelllance coverage ever an
expansiverianad mass

Carnying eut prempt; glebal conventionall strikes

Conducting sustainead, 24-7, conventionall precision; striikes over
Veny lengl distances inla high-end threat envirenment

Protecting US space systems and denying acdversaries access to
Space

Ensuing US Undersea SUperority

Coenducting large-scale, SOE-Intensive Wali in an anti-access
envirenment

Goal /s to shape — Shift Investment, /mpose costs, ana
complicate planning — /n adaition to. deterring/aereating a
future potential adversary




Survivable, Wide-Area Persistent
Survelllance

s Challenges s Potential Technology.

= Evading detection and AFEAS
attack by’ current and s Space radar constellation
projected IADS AMTI/GMTI fromi space

. : _ a Stealthy, high-altitude; leng-
s Einding & tracking mohile endurance: UAVSs

targets (missile launchers) Near-autonoemous eperation
Brioad-spectrum, all-aspect stealth
(Including visual)
a Defeating advanced C3D2 Novell propulsion

- Morphing materials
technigues

q Advanced sensors and automated
target recognition

. LPD/LPl_ b_roadband = [aser communications (i.e.,
COnNectvity TSAT)




Prompt, Glehall Conventieonall Strike

s Challenges a Potential Technology Areas

s Striking targets over n Conventionally ammed SLBIVS
intercontinentalfdistances Shoert-term: converted D-5s with
rapidly and witheut Warning GPS-assisted INS and maneuvering

Launchi respensiveness RVs

Time of flight Long-ternm: IeWers cost system
exploeiting| advances in

= Compensating| for tanget Elneiﬂﬁgu”zriﬂgﬂaﬂg high-energy.
location enror (mobile target Y Prop

problen)
= Reusable SLVs and commoen aero

s Defeating hardened and vehicles (CAVS)
deeply buried targets

s Hypersonic cruise vehicles (space
planes)

Advanced propulsion and materials




s Challenges
s Overcoming potential lack of

Survivable, Sustained Conventional
Precision Strike

close-in bases

Political-militany coercion /
military’ anti-access threats
Limited basing eptions in
western Pacific

Evadingl detection and attack: by
current andl prejected SAVIs and
other “area denial” systems

Penetrating Inte’ and maintaining
PErSIStent coverage in the
INterior eiff a countny/ with
enermeus; strategic depth

Einding, tracking, and engaging
mohile targets

Defeating hardened and deeply.
buried targets

Sustaining a protracted
precision-strike campaign

x Poetentiall Technoelogy Areas
s Stealihy, long-endurance UCAVS

Near-autenemous eperation
Brioad-spectrum, all-aspect stealti
(Including;visual)

[Highly efficient supersenic propulsion
Vierphing materials

LLPD; sensoer: systems (including AESA)

Enhanced electronic Warfare

Directed-energy: attack and: seli=
defense

Munitiens
Super-enhanced HE warheads
HPV warheads
“Brilliant™ leitering PGNVIs withr ATIR
Deep-earth penetrators

Stealthy: refuelers?




Space SUperiority

s Challenges a Potentiall Technology: Areas
= High-fidelity, real- s Space-hasedispace survelllance
time space = Rapld attack identification, detection,
Situational and PERRING
awareness Passive: satellites: defenses

Stealth, miniaturzation, and netwerking

: Increased on-orbit agility (and on-orbit
Roebust defensive eriding gility (

Space: contiol Shielding, shutters, andlbaffles
Active satellite defenses

Assured ofifensive Electronic countermeasures
space control End-gamer defenses: jamming, HPM, and

Kinetic
: . Ofifensive space control
Survivanle, rapid S .
W Jamming, spoofing, and electronic attack
econstitution Mobhile high-energy: lasers (HELS)
Broximity-eperations microsatellites

Rebust, lightwelght replacement
satellites

Responsive, dispersed space launch
options




Undersea Superiority

s Challenges s Potential Technoelegy Areas

s Increasing size and capability: = Undersea communications at depti
off adversariall SSK/SSN fleets and speed

) s Signature reduction
'A_‘dve_rsa”al development and Electric-diive (shaftless propulsion)
fielding of: Activernullification /- MEMS

UUVs New: hull designs; (sail elimination)

SEnRREiTors = Enhanced wide-area, distributed ASW
Smairt mines
Hull-adaptable senar:
Poetentiall emergence: of Rapidly deployable sensorartiays

disruptive: capabilities Airborine hyperspectrall sensing
Very-long-endurance UUVs Remote; ultra-lew lighting 1Imaging

s Ferce multipliers

Geographic factors _ Mission-reconfigurable UUVs and
Adversany lias extended littoral UAVS

and direct access tor Pacific _
Bastions INovelFpaylead strategies
n External, hull-conferming weapon

Growing Importance of: storage and launch

= Buoeyant, self-contained capsules for
Undersea wariare launching a variety ofi missiles

= Free-flooding “hbemib bays”
Towable, undersea strike modules

Anti-surface threat
Resource interdiction/security.




Defending the Homeland in Depth /
Preventing Acguisition er Use of WMD

s Challenges
s Comprehensive demain
AWareness

Monitor air, maritime, and
land appreaches

s Securng foreign \WHMD

s Detecting and interdicting
the glebal mevement of
WMID

x WNMD: defense and
CONSEqUERCE: Management

s Potenitiall Technology Areas

High-altiitde airships / leng-
endurance UAVS

Datalase fiusion, patter
recognitien, and mining

Shipping-container tracking and
INtegrity/-menitoring teols

Impreved CBWW sensers With Venry.
low “false positive™ rates, for 24-7
envirenmentalimenitenng

Brread-spectrumrantibiotc and anii-
Viral meadicines

Stand-offf WMD detection
Surety systems
Enhanced “render safe” capabilities




